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Helping Victims of Identity Theft 

Submitted by Erin Soldner, 
William Mitchell College of Law JD Candidate 2010


In 2008, there were 9.9 million new victims of identity theft in the United States.  Anyone can be a victim, but certain groups are often more adversely affected because they have access to fewer resources with which to take actions to protect themselves.
Victims may need an advocate when their age, language proficiency, or economic situation prevents them from taking steps to deal with the dispute; they are harassed or sued by creditors for debts incurred by thieves; creditors or credit reporting agencies are uncooperative; their identity thief is arrested; or their case is complex..
If a client has been a victim of identity theft, there are four steps to consider taking. Not all victims will need to take all four steps.

First, contact credit reporting agencies.
1. Obtain credit report

a. Equifax: 800-525-6285, www.equifax.com
b. Experian: 888-397-3742, www.experian.com
c. TransUnion: 800-680-7289, www.tuc.com
2. Review credit report

a. Look for indicators of identity theft: accounts client didn’t open, activity on dormant accounts, changes to personal information, or credit inquiries from companies client didn’t contact.

b. Get fraudulent or inaccurate information removed.
3. Place a fraud alert on credit reports by contacting one credit reporting agency, which will alert the other two.  It is recommended to avoid Experian, as they subject callers to a pitch for "free" credit management tools. If the caller fails to cancel the service within 30 days, his/her credit card will automatically be charged.
a. There are two different types of fraud alert: initial, which is good for 90 days and renewable, and extended, which is good for 7 years.  In order to qualify for an extended alert, client must have filed an identity theft report.
b. Consider a credit freeze, which prohibits the agencies from releasing credit reports or scores without consumer authorization.
Second, contact the fraud department of companies where the identity thief has committed fraud
1. Instruct company to close the accounts that have been tampered with or opened fraudulently, and request a closure letter.

2. Obtain thief’s application and transaction records.
3. Send written dispute including an identity theft affidavit (see below).
4. If collection agencies are involved, contact them: request the amount of debt and the creditor’s contact information, and dispute the debt.

Third, file a complaint with the Federal Trade Commission

1. www.ftc.gov/idtheft, 877-653-4261, or by mail.
2. FTC Identity Theft Affidavit:  Only use when a new account was opened in the client’s name.  Before sending to a company, contact that company’s fraud department to make sure they will accept it.  The affidavit will enable the companies to investigate the fraud and decide the outcome of the claim.
b.  Two parts:

i. ID Theft Affidavit, which contains general information

ii. Fraudulent Account Statement, which describes accounts opened in client’s name.  Use a separate statement for each company.

c. Attach copies of any supporting documents, send by certified mail, request a return receipt, and keep a copy of everything.
Fourth, file a police report with client’s local police department, or with the police in the community where the identity theft took place.

1. Request an appointment for an in-person report filing; bring all relevant documents.

2. Request a copy of the official police report.

3. The goal is to get an identity theft report.  Minnesota law requires police to write reports for identity theft victims. (Minn. Stat. §609.527, subd. 5)
Finally, how should an identity theft victim prove their identity when contacting credit reporting agencies or companies?
It is within the discretion of the agencies to determine what constitutes sufficient proof of identity, but the following may be expected of a client to prove his identity:

· Full name and any previous names

· Current and recent addresses

· Social Security Number and date of birth

· Copies of government-issued IDs

· Utility bills and other monthly statements showing addresses
Minnesota Statutes:

· Minn. Stat. §13C.016 (Consumer Security Freeze)

· Minn. Stat. §609.527 (Identity Theft)

Federal Statutes:
· 18 U.S.C. §1028 (Identification Fraud)

· 18 U.S.C. §1029 (Credit Card Fraud)

· 18 U.S.C. §1030 (Computer Fraud)

· 18 U.S.C. §1341 (Mail Fraud)

· 18 U.S.C. §1344 (Financial Institution Fraud)
